
Fraudulent transactions identification using a
machine learning approach
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Abstract. The rise of e-commerce, driven by digital business models,
has made online shopping easier and more convenient. While this bene-
fits both businesses and shoppers, the increase in online transactions also
attracts fraudsters. In this work, we address the identification of fraud-
ulent transactions using a machine learning approach. For this purpose
we analyze the DataCo Supply Chain Dataset and apply a two-step pre-
processing workflow to identify non-informative features. The predictive
power of the resulting dataset is tested and compared with classification
models induced after applying a feature selection approach. Results sug-
gest that a small number of factors are helpful to build highly predictive
models capable of identifying fraudulent transactions.
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1 Introduction

In e-commerce, the analysis of customer behavior like browsing time, purchase
history, and credit card usage can help identify fraudulent transactions. How-
ever, it’s a complex task because fraudsters adapt their tactics. They take a
series of steps leading up to a purchase, and constantly change their patterns to
avoid detection. While specialists use data analysis to find patterns in fraudu-
lent behavior, the challenge lies in striking a balance as being too cautious might
disrupt legitimate purchases [14].

Concerning the techniques used to detect fraud in transactions, we can make
the following classification. Firstly, we can differentiate between approaches that
use hypothesis-driven mathematical models and data-driven models. The former
approach uses mathematical models for assessing the risk of fraudulent transac-
tions [9]. The latter approach deals with the difficulty of unbalance data due to
the lack of fraudulent cases.
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Within data-driven models we can find semi-supervised [22] and supervised [18]
approaches. The second type of techniques have become very popular and we
can find the application of classical predictive models such as Logistic Regres-
sion, Naive Bayes, Decision trees, Random Forest or Support Vector Machine
to detect fraud in the payments [4, 16, 10]. In recent years, proposals based on
Artificial Neural Networks or particularly in Deep Learning have also emerged in
fraud detection [17, 5]. Some particular architectures in this approach are Com-
petitive Graph Neural Networks, which have been applied to detect suspicious
behavior in e-commerce platforms [23] and Convolutional neural networks, which
have been applied for the detection of financial fraud on supply networks, under
large volumes of data that require a distributed approach [24]. Furthermore, new
machine learning approaches have also been applied to this problem as it is the
case of Deep Forest [20] and explainable artificial intelligence [6].

In another regard, fraud detection in transactions may involve the evaluation
of a large amount of information or attributes per case. In this sense, to improve
the computational complexity, it is necessary to perform a feature selection pro-
cess in order to remove those features that not contribute to the fraud detection.
Feature selection is the process of choosing a relevant subset of features from
a larger set for machine learning tasks. It helps to improve the performance of
learning algorithms by reducing irrelevant and redundant information in high-
dimensional data. There are two main categories of feature selection algorithms:
filter models and wrapper models. Filter models are computationally cheap but
may not be optimal for a specific learning algorithm, while wrapper models
consider the chosen learning algorithm but are more expensive to compute [11].

In this work we address the identification of fraudulent transaction using
a machine learning approach. The DataCo Supply Chain Dataset [4] was con-
sidered to perform this study. We first preprocess the data using a two step
approach. First, some irrelevant features were identified and removed manually.
Then, all non-informative features, according to information theory, were re-
moved. The predictive power of the dataset was test using Naive Bayes, C4.5,
JRIP [2] and oneR [1]. Finally, we applied feature selection to identify a small
subset of highly predictive features. For this purpose, Scatter Search algorithm [12]
was applied. We can summarize the contributions of this paper as follows:

– We propose a a two-step preprocessing workflow to remove non-informative
features,

– Then, we study the predictive power of several classification algorithms to
identify fraudulent transactions, and

– Finally, we find out a small subset of highly predictive and non-redundant
features.

This document is organized as follows. In the Section 2 we present the tech-
niques used to obtain the results. In the Section 3 we detail the application and
results obtained. Finally, in the Section 4 we present our conclusions.
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2 Methodology

This section presents the techniques and the dataset used in this work. We first
describe the problem of classification followed by the feature selection problem
and, finally, we describe the dataset.

2.1 Classification

In classification task, the aim is to build a function to relate input and output
factors. Formally, given a set T of n instances described by (xi, yi), with xi a
vector described by d features, and yi its corresponding class label. Then, the
classification problem can be defined as the map f : X → Y. The different
classification algorithms are described below:

Naive Bayes (NB). This algorithm, unlike more complex models, assumes
that features are independent. Despite this seemingly unrealistic assump-
tion, Naive Bayes performs well in practice, even against more sophisticated
techniques. The key to this success lies in the fact that optimal classification
does not require a perfect match to the underlying probability distribution.
As long as both the real and estimated models agree on the most likely class
for a given example, Naive Bayes achieves good results. This is supported
by theoretical evidence that it is an optimal solution for specific types of
problems with large feature dependencies [13].

C4.5 . It is an algorithm that builds decision trees for classification tasks. It uses
a training dataset where each sample has features (attribute values) and a
known class label. The algorithm works by recursively splitting the data at
each node of the tree based on the feature that best separates the samples
according to their class. This separation is measured using normalized infor-
mation gain, which essentially tells us how much learning about a feature
reduces uncertainty about the class. The process continues until all samples
at a node belong to the same class, no feature provides further separation
or a new class is encountered (handled by assigning the most likely class).
This approach allows C4.5 to learn complex decision rules from data [15].

JRIP. This classification algorithm is a rule-learning algorithm well-suited for
large datasets with imbalanced classes and noisy data. It builds a set of rules
by iteratively separating the classes based on frequency. For each class, it
uses a sequential covering approach to find rules that distinguish it from all
others. The algorithm employs a general-to-specific strategy to build rules,
stopping when negative examples are included. It then prunes the rule based
on validation set performance and removes covered instances from the train-
ing data. Finally, JRIP stops adding rules when a minimum description
length threshold is met or the validation set error exceeds 50%. Addition-
ally, it can optimize the rule set by potentially replacing existing rules with
better alternatives [2].

oneR. This is a simple supervised learning algorithm which is better under-
stood as ”One Feature” rather than ”One Rule.” It focuses on finding a
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single feature that best separates data based on class labels. Despite its lim-
itations in prediction accuracy, OneR is valuable for establishing baseline
performance [1].

2.2 Factor identification

To identify the subset of factors relevant to the classification problem we apply
a two step approach. In the first step we identify, manually, those factors that
are irrelevant while in the second one, we apply feature selection.

In feature selection, the aim is to select a small subset of highly predictive
features. Therefore, it seeks to reduce the number of attributes in the dataset,
while keeping (or improving) the predictive power of the classification model
induced. To assess a subset of features we consider an objective function, J(S),
with S the feature subset of size |S|.

Information theory-based metrics are gaining attention due to the ability of
such measures to quantify the uncertainty. In this approach entropy measures
the average amount of information contained of a features. Given two features
X and Y , the Information Gain (IG) is another key metric defined as:

I(X|Y ) = H(X)−H(X|Y ), (1)

with H(X|Y ) the conditional entropy, which measures the uncertainty about
the value of X given the value of Y . IG computes the increase in information
contained in a variable Y when the value of another feature X is known. Despite
the popularity of this metric, it suffers from bias towards features with more
values. To address this, symmetrical uncertainty is presented in the literature
as a normalized alternative, ranging from 0 (indicating independence between
feature and class) to 1 (where knowing one perfectly predicts the other). The
Symmetrical Uncertainty for X and Y is defined as

SU (X,Y ) = 2

[
H (X)−H (X | Y )

H (X) +H (Y )

]
. (2)

This concept allows to objectively assess feature relevance in the context of
machine learning tasks, ultimately selecting features that are most informative
for predicting the desired outcome [7].

In this work we consider as J(.) the Correlation based Feature Selection
(CFS) [8], which is defined as follows:

J(S) =
|S|· < SUcf >√

|S|+ |S| · |S − 1|· < SUff >
(3)

with < SUcf > the mean feature-class correlation (f ∈ S), and < suff > is the
average feature-feature inter-correlation.

In this work we apply the Scatter Search (SS) [12]. Scatter Search is an
evolutionary population-based metaheuristic that tackles complex optimization
problems by combining the strengths of existing solutions. It leverages two key
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ideas: 1) extracting new information by combining existing solutions, and 2)
employing additional problem-specific methods to evaluate and refine these new
possibilities.

2.3 Dataset

In this work we use the DataCo Supply Chain Dataset [3], which has been
provided by the company DataCo Global for its analysis. It consist of around
180k samples about transaction from supply chains for 3 years. The two aims
of this dataset are to detect fraud transactions and late delivery of orders. In
this work we focus on the first objective. The dimensionality of the dataset is 32
(after removing the identifiers) plus the class label.

3 Computational results

This section presents the experiments conducted. The aims of the experiments
are:

– Identify the irrelevant factors.
– Analyze the predictive power of the classification models.
– Identify a subset of highly predictive factors.

To compare the different predictive models we use the k-fold cross-validation
with k = 5.

3.1 Data preprocessing

This section is focused on selecting a subset of irrelevant features manually. To
remove them, it is necessary to check that they do not contain information about
the class. This is done by calculating SU between each feature and the label.

All the identifiers were removed. The list of features identified as irrelevant
is shown in Table 1. The different columns refer to the reason for which it was
removed. Column Unique refers to the case in which the feature has only a unique
value. Then, Distinct column is associated to column in which the number of
categorical values is too large. Finally, Missing column refers to theses features
that contain too many missing values (> 80%). The feature Product Image was
also included because it was identified as irrelevant. Once the irrelevant features
were removed, the dimension decreased to 32.

Now we proceed to analyze the different factors by calculating SU between
each factor and the class and those that have no information about the class label
are removed. Figure 1 shows those with SU > 0. In this step we removed the
following features: Order item Total, Order Profit per Order, Sales per Customer,
Benefit per Order, product Price, Order Item Profit Ratio, Order Item product
price, Order Item Discount, Customer Zipcode, Order Item Discount Rate and
Sales.
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Table 1. Metrics collected at the application level on video and web-based services.

Factor Unique Distinct Missing

Customer Email
√

− −
Customer Fname − − −
Customer Lname − − −
Customer Password

√
− −

Customer Street −
√

−
Latitude −

√
−

Longitude −
√

−
Order date −

√
−

Order Zipcode − −
√

Product description − −
√

Product Image − − −
Product Status

√
− −

Shipping date −
√

−

ds lr tp oc ot cc oo cs pn or cn ce co sm dh m
k di dn oq

0

0.02

0.04

0.06

0.08

0.1

0.12

Features

S
U

0.13

0.05

0.04

SU < 0.01

Fig. 1. Ranking of factors according to SU measure. Each factor is represented by an
id: delivery status (ds), late delivery risk (lr), type (tp), order city (oc), order state (ot),
customer city (cc), order country (oo), customer state (cs), product name (pn), order
region (or), order zipcode (oz), category name (cn), customer segment (ce), customer
country (co), shipping mode (sm), days for shipment (dh), market (mk), Days for
Shipping (di), department name (dn), order item quantity (oq).
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3.2 Predictive analysis

This section presents the results of the different predictive models using all the
factors. Table 2 presents the performance of the different classification algo-
rithms used in this work. It shows the accuracy, sensitivity and specificity for
the following cases:

i Baseline dataset. In this case the number of factors is 30 and all the fea-
tures that have been manually identified as irrelevant (see Table 1 have been
removed.),

ii Informative dataset. In addition to the previous case, all the features without
information about the class label (SU = 0) have also been removed. In this
case the dimensionality of the dataset is 19.

iii Feature selection. In this case, we apply the feature selection algorithm Scat-
ter Search to the Informative dataset to identify a small subset of predictive
factors.

With baseline dataset, C4.5 is the algorithm that achieves better accuracy
followed by NB and JRIP. Finally, OneR has the lowest accuracy but it is the
only algorithm that correctly classifies all the fraudulent transactions (sensitivity
of 1.00). Checking the informative dataset we can see that the removal of non
informative features has no effect on the the predictive model of NB, C4.5 and
OneR. Only for the case of JRIP the values change a little bit. Finally, with
feature selection all the models achieve an accuracy of 97.9%. However, only
for JRIP and OneR the sensitivity is 1.00. For the case, the factors selected by
Scatter Search were Delivery Status, Order Zipcode and Customer Segment.

Table 2. Performance of the predictive models.

Baseline Informative Feature selection
acc sen spe acc sen spe acc sen spe

NB 98.19 0.94 0.98 98.19 0.94 0.98 97.95 0.86 0.98
C4.5 99.39 0.88 0.99 99.39 0.88 0.99 97.96 0.94 0.98
JRIP 98.08 0.85 0.98 98.07 0.88 0.98 97.96 1.00 0.98
OneR 97.96 1.00 0.98 97.96 1.00 0.98 97.96 1.00 0.98

3.3 Discussion

Results achieved with JRIP and OneR using feature selection are suitable to
address the problem since they are able to identify all fraudulent transactions.
In addition, it is worth noting that the number of false positives (incorrectly
instances labeled as fraudulent) in both models is small.

The predictive models studied in this work achieve accuracies that range
from 97.96% to 99.39%. The predictive power of such models are similar to
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those found by Tamim et al. [19] and outperforms those found by Constante-
Nicolalde et al. [4] and Ye [21]. The preprocessing approach could be the reason
of the differences found.

According to the SU-based ranking (see Figure 1), the most informative
factors are Delivery Status (ds), Late delivery Risk (lr) and Type (tp). The
remaining features have SU < 0.01. However, the factors selected by Scatter
Search algorithm -Delivery Status (ds), Late Delivery Risk (lr) and Type (tp)-
are not the top 3 most informative due to redundancy. So, despite the lower
information that some factors may have, the information is not redundant and
is necessary to take it into account to achieve a high performance.

4 Conclusions and future work

In this work we have address the detection of fraudulent transactions problem.
We have applied a machine learning approach to build a good predictive model
and to identify a small subset of highly predictive factors.

In order to clean the data we have a two step preprocessing pipeline. In the
first step some factors were removed due to the presence of too many missing
values, or because the factor had a unique value or it had too many categorical
values. In the second step, we applied SU to identify those factors that contained
no information about the class.

We analyzed the dataset with four different classification algorithms and
results suggest that, in general, the dataset contain high-quality information
and, so, the models built reach a high accuracy. However, the most interesting
models are those that find all the fraudulent transactions. In this context, JRIP
and OneR are the most interesting classifiers, specially the second one since it
has shown to be quite robust and identify all the fraudulent transaction in the
different versions of the datasets.

Finally we conclude that despite the different works that have addressed this
problem with the dataset considered in this work, more research is necessary to
understand the importance of the factors involved in the classification models.
Most works still miss information that is important to replicate the results.

As a future work, we want to investigate by applying explainable method to
understand better the process of labeling. We also want to analyze in a deeper
way the relevance and redundancy of the different factors studied.
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